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HUONG DAN GIAO DICH AN TOAN
QUA TPBANK BIZ

Trung tam dich vu khach hang 24/7
Hotline: 1900 585885/ 024 37683683
Email:dichvu_khachhang@tpb.com.vn
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I. Hwéng dan thuc hién giao dich an toan qua TPBank BIZ

P& dam bao an toan khi thuc hién cac giao dich tryc tuyen qua TPBank BIZ, Quy
khach vui 1ong ghi nhé va thuc hién theo 6 KHONG va 8 NEN nhu sau:

1. 6 KHONG:

Khéng chia sé va dé& ngudi khac biét tén dang nhap, mét khau va thiét bi bao
mat (néu cd) cta minh, ké ca ngudi than.

Khong nhan vao cic dudng dan la va khai bdo thong tin cd nhan, nhap OTP
trén cac website khong rd nguon goc, dac biét la cac dudng dan trong cac email
nghi ngd la gia mao.

Khéng cung cdp méat khau TPBank BIZ, ma PIN cla cac loai thé, ma CVV cla
thé tin dung trong céc cudc dién thoai trao d6i cia Khach hang, k€ ca dé la
cudc goi dén tur s6 dién thoai/tdng dai clia TPBank.

Khdng nén sir dung cac thdng tin cd nhan co ban dé dat mat khau nhu: ho tén,
ngay sinh, sd dién thoai, bién s6 xe, day s& don gian lién tuc nhu' 123456 .... va
khéng ghi mét khau ra gidy hodc ghi chép dudi hinh thirc khac

Khdng nén sir dung may tinh cdng cdng dé sir dung TPBank BIZ va thuc hién
cac giao dich tai chinh. Trong trudng hgp bat budc phai ding may tinh cong
cdng dé sir dung dich vu, Quy khach vui 1dng ki€ém tra ky va ludn luu y trong
qua trinh nhép tén ddng nhap va méat khau dé bao vé tai khoan ctia minh

Khdng chuyén tién, nap tién vao sd dién thoai, tai khoan dugc chi dinh dé lam
thu tuc nhan thudng. Cac trudng hgp Khach hang trdng thudng theo céac
chuong trinh do TPBank td chirc trién khai sé déu dudgc cdng bd trén website
chinh thdc ctia TPBank (https://tpb.vn) theo ding thé I€ ban hanh cua tirng
chuaong trinh.

2. 7 NEN

Khi sir dung Internet Banking hodc Mobile Banking bang trinh duyét, hdy dang
nhap TPBank BIZ truc ti€p tai dia chi https://biz.tpb.vn/ hodc truy cap vao
website chinh thirc cia TPBank tai dia chi https://tpb.vn va chon muc Dang
nhap TPBank BIZ.

S dung may tinh ca nhan co cai dat va cap nhat thudng xuyén cac phan mém
chdng virus; thudng xuyén xda history, cache va cookie cua trinh duyét internet

V@i cac khach hang sir dung phuang thirc xac thuc OTP SMS, khi nhan dugc tin
nhdn méat khdu OTP tir ddu s& TPBank, can kiém tra ky ndi dung tin nhdn nhu
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sau: (TPBank) Mat khau xac thuc OTP su dung 1 lan cua Quy khach la:

x0xxx. Cam on Quy khach (OTP gom 6 s0).

PGi mét khdu méc dinh ngay sau khi déng nhap TPBank BIZ [an d&u tién va doi
mat khau thudng xuyén (3 thang 1 [an theo canh bdo nhic nha ddi méat khau
clia TPBank). Mat khau dung cho TPBank BIZ khéng nén chung/giéng cac mat
kh&u st dung cuia cac dich vu khac: méat khdu may tinh, facebook, e-mail... va
sir dung méat khdu du tin cdy, vi du nhitng mét khau da dd dai (trén 7 ky tu),
cb su két hgp gilra chit hoa vdi chir thudng, chir s6 theo tu' van cta TPBank tai
phan d6i mat khau.

Trong trudng hgp da click vao cac dudng link nghi ngd gia mao, Quy khach
hang nén thay d6i mat khau dich vu TPBank BIZ cia minh bang cach truy cdp
ngay vao trang https://biz.tpb.vn/ d€ han ché rui ro.

Dang xudt ngay sau khi két thic phién giao dich. Khi dang thuc hién giao dich,
phién dang nhap dang dugc thuc hién, khéng rdi khdi may tinh

SUr dung dich vu thdng béo bién ddng sd du qua tin nhan dé ngay 1ap tdc biét
dudc nhitng bi€én dong lién quan dén tai khoan ctia Quy khach hang.

I1. Cac giai phap bao mat tai TPBank

Cac trang thong tin giao dich trong sudt phién dang nhap dugc ap dung giao
thirc bao méat SSL (https) dé dam bao an toan

Hé thong sé tu dong dang xuat sau 5 phut tur thao tac sau cung cia Quy khach.
Va hé thng khdng cho phép luu lai mét khiu ciing nhu tén déng nhap cta Quy
khach (chi luu ho tén Quy khach)

Hé théng s& tam khda tai khoan clia Quy khach sau 5 [An nhép sai mét khau
lién ti€p. Quy khach vui long lién hé vdi dich vu khach hang 24/7 hodc quay
giao dich gan nhét dé kich hoat lai tai khoan

Hé thdng ma kiém tra (captcha) dugc s dung khi dang nhdp TPBank BIZ dé
chong lai viéc dang nhap tu dong tai khoan TPBank BIZ cla virus

TPBank BIZ bao vé& mdi giao dich clia Quy khach béng 2 [an xac thuc: mat khau
tinh va mat khdu dong — OTP (One time password). Vdi cac giao dich cd gia tri
cao (dugc quy dinh theo turng thai ky) chi ap dung cho cac Khach hang xac thuc
bang token, khi d6 hé thdng s& yéu cdu thém 1 [an xac thuc qua OTP-SMS dé
dam bao tinh an toan cho Khach hang

TPBank la mot trong 3 ngan hang dau tién tai Viét Nam dat chirng chi bao mat
quéc t&€ PCI DSS va TPBank ciing luén ap dung va tuan thd cac quy tdc bao mat
qudc té€ quy dinh cho dich vu ngan hang dién tu
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Khi cé thdc méc, nghi ngd, Quy khach vui long lién hé ngay véi Dich vu khach
hang 24/7 TPBank:

Hotline: 1900 585885/ 024 37683683. Email:dichvu_khachhang@tpb.com.vn

Hoéc lién hé véi Chi nhdnh/Phong giao dich TPBank ndi gan nhat dé dugc hd trg,
giai dap.

TPBank tran trong cam on su hgp tac cua Quy khach hang!
Chuc Quy khach giao dich an toan véi TPBank BIZ
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