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HUONG DAN GIAO DICH AN TOAN
QUA TPBANK BIZ

INSTRUCTIONS FOR SECURED TRANSACTIONS VIA TPBANK BIZ

Trung tam dich vu khach hang 24/7
Hotline: 1900 585 885/ 024 37683683
Email:dichvu_khachhang@tpb.com.vn

CALL CENTER 24/7
Hotline: 1900 585885/ 024 37683683
Email:dichvu_khachhang@tpb.com.vn
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Hudng dan thuc hién giao dich an toan qua TPBank BIZ
INSTRUCTIONS FOR SECURED TRANSACTIONS VIA TPBANK BIZ

P& dam bao an toan khi thuc hién cac giao dich truc tuyén qua TPBank BIZ, Quy
khach vui I6ng ghi nhé va thuc hién theo 6 KHONG va 7 NEN nhu sau:

We are pleased to offer advice to protect you, please follow these instructions to
avoid the risk of security attacked, as well as the best account:

1. 6 KHONG: DON'T

Khéng chia sé va dé& ngudi khac biét tén dang nhap, mét khau va thiét bi bao
mat (néu cd) cta minh, k& ca ngudi than.

Do not share and let others know your user name, password and security device
(if any), including relatives.

Khong nhan vao cic dudng dan la va khai bdo thong tin c& nhan, nhap OTP
trén cac website khong rd nguon goc, dac biét la cac dudng dan trong cac email
nghi ngd la gia mao.

Do not click, declare personal information or enter OTP on websites of unknown
source, especially links in phishing emails.

Khdng cung cdp méat khdu TPBank BIZ, m& PIN cla cac loai thé, md CVV cla
thé tin dung trong céc cudc dién thoai trao d6i cia Khach hang, k€ ca dé la
cudc goi dén tur s6 dién thoai/tdng dai clia TPBank.

Do not provide TPBank BIZ password, PIN, CVV number of credit card in
customer's phone calls, even if it is an incoming call from TPBank hotline.

Khdng nén sir dung cac thdng tin cd nhan co ban dé dat mat khau nhu: ho tén,
ngay sinh, s& dién thoai, bién s6 xe, day s& don gian lién tuc nhu' 123456 .... va
khdng ghi mét khau ra gidy hodc ghi chép dudi hinh thic khac

Never write your password on paper or saved passwords and other storage
devices, do not set too short or password identical to the name, date of birth,
ID number, telephone number,...

Khdng nén sir dung may tinh cdng cdng dé sir dung TPBank BIZ va thuc hién
cac giao dich tai chinh. Trong truGng hgp bat bubc phai dung may tinh cong
cdng dé st dung dich vu, Quy khach vui 16ng ki€ém tra k¥ va ludn luu y trong
qua trinh nhép tén d&ng nhap va méat khau dé bao vé tai khoan ctia minh

Avoid using Internet Banking services at public access points such as
restaurants, cafes to prevent the risk you are attacked from the public network.
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In case of necessity, please check carefully and always pay attention in the
process of entering your username and password to protect your account.

Khdng chuyén tién, nap tién vao s6 dién thoai, tai khoan dugc chi dinh dé lam
tha tuc nhan thudng. Cac trudng hgp Khach hang tring thudng theo cac
chuong trinh do TPBank t& chirc trién khai s& déu dugc cong bd trén website
chinh thdc ctia TPBank (https://tpb.vn) theo ding thé I1é ban hanh cua tirng
chuong trinh.

Do not top-up or transfer money to the designated phone number or account
to receive the reward. Customers win prizes in programs organized by TPBank will
be announced on TPBank's official website (https://tpb.vn)

2.7 NEN: DO

Khi s dung Internet Banking hodc Mobile Banking bang trinh duyét, hdy dang
nhap TPBank BIZ truc ti€p tai dia chi https://biz.tpb.vn/ hodc truy cap vao
website chinh thdc cia TPBank tai dia chi https://tpb.vn va chon muc Dang
nhap TPBank BIZ.

Make sure you are connected to the main page of TPBank https://tpb.vn_or
type https://biz.tpb.vn/ directly on the browser address bar to log into TPBank
Biz.

S dung may tinh ca nhan co cai dat va cap nhat thudng xuyén cac phan mém
chéng virus; thudng xuyén xoda history, cache va cookie cua trinh duyét internet

Make sure you keep your computer with anti-virus software installed and up to
date regularly; clear internet browser history, cache and cookies frequently.

V@i cac khach hang sir dung phuang thirc xac thuc OTP SMS, khi nhan dugc tin
nhdn méat khdu OTP tir ddu s& TPBank, can kiém tra ky ndi dung tin nhan nhu
sau: (TPBank) Mat khau xac thuc OTP su dung 1 lan cua Quy khach la:
xxxxxx. Cam on Quy khach (OTP gom 6 s0).

For customers using OTP SMS authentication method, when receiving an OTP
password message from TPBank, it is necessary to carefully check the content
of the message as follows: (TPBank) Your OTP for authentication is:
xxxxxx. Thank you.(OTP includes 6 humbers)

PG6i mat khdu méc dinh ngay sau khi ddng nhap TPBank BIZ [an d4u tién va doi
mat khau thudng xuyén (3 thang 1 [an theo canh bdo nhic nha déi mat khau
clia TPBank). Mat khau dung cho TPBank BIZ khdng nén chung/gidng cac méat
kh&u s dung cua cac dich vu khac: méat khdu may tinh, facebook, e-mail... v

st dung méat khdu du tin cdy, vi du nhitng mét khau dua dé dai (trén 7 ky tu),
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cd su’ két hap gilra chir hoa vdi chit thudng, chir s6 theo tu' van cta TPBank tai

phan ddi mét khau.

Change the default password right after logging into TPBank BIZ for the first
time and change the password regularly (every 3 months according to TPBank's
warning prompt). Passwords used for TPBank BIZ should not be the
same/similar to passwords used by other services such as facebook, e-mail,...
and use a variety of different characters: upper-case letter, lower-case letter,
number, ...

Trong trudng hgp da click vao cac dudng link nghi ngd gia mao, Quy khach
hang nén thay d6i mat khau dich vu TPBank BIZ cia minh bang cach truy cdp
ngay vao trang https://biz.tpb.vn/ d€ han ché rai ro.

In case you have clicked on suspicious links, you should change your TPBank
BIZ password by immediately accessing https://biz.tpb.vn/ to limit risks

Dang xudt ngay sau khi két thic phién giao dich. Khi dang thuc hién giao dich,
phién dang nhap dang dudc thuc hién, khéng rdi khdi may tinh

Log out immediately after the session ends. While the login session or the
transaction are in progress, do not leave the computer.

SUr dung dich vu thdng béo bién ddng sd du qua tin nhan dé ngay lap tlc biét
dudc nhitng bién dong lién quan dén tai khoan cta Quy khach hang.

Customers should use SMS banking to track account balance and track card
spending instantly, receive notice of principal and interest from the bank.

I1. Cac giai phap bao mat tai TPBank
How can TPBANK proctect consumers?

Cac trang thong tin giao dich trong subt phién dang nhap dugc ap dung giao
thirc bdo mét SSL (https) d& dam bao an toan

When you log into TPBank Biz, our session will be announced as safe. You will
see the URL address begins with: https:// and lock icon appears in the
browser window.

Hé thong sé tu dong dang xuat sau 5 phut tur thao tac sau cung cta Quy khach.
Va hé thng khdng cho phép luu lai mat khiu ciing nhu tén d&ng nhap cta Quy
khach (chi luu ho tén Quy khach)

Time to suspend the session: If you forget to log out after performing online
banking transactions, or computer mode you remain inactive for a period of
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time during the session, our system will automatic logout after 5 minutes, pages

viewed during the session will not be stored in temporary files on your
computer.

Hé thdng s& tam khda tai khoan ctia Quy khach sau 5 [an nhép sai mat khau
lién ti€p. Quy khach vui long lién hé vdi dich vu khach hang 24/7 hodc quay
giao dich gan nhat dé kich hoat lai tai khoan

After 5 times not successful login, we will stop online access to customer
account. To reactivate your account, please contact the customer service center
as mentioned above.

Hé théng ma kiém tra (captcha) dugc si dung khi ddng nhdp TPBank BIZ dé
chong lai viéc dang nhap tu dong tai khoan TPBank BIZ cua virus

Check code system (captcha) is used when logging in TPBank BIZ to prevent
automatic login of TPBank BIZ account by viruses.

TPBank BIZ protects each of your transactions with two authentications: static
password and dynamic password - OTP (One time password). For high-value
transactions (specified from time to time) only applicable to customers who
authenticate with tokens, then the system will require 1 more authentication via
OTP-SMS to ensure security for Customers

TPBank la mot trong 3 ngan hang dau tién tai Viét Nam dat chiing chi bao mat
qudc t€ PCI DSS va TPBank ciing luén ap dung va tuan thd cac quy tdc bao mat
qudc t€ quy dinh cho dich vu ngan hang dién tu

TPBank is one of the first 3 banks in Vietnam to obtain the PCI DSS international
security certificate and always complies with international security rules
prescribed for e-banking services
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Khi cé thdc méc, nghi ngd, Quy khach vui long lién hé ngay véi Dich vu khach
hang 24/7 TPBank:

Hotline: 1900 585885/ 024 37683683. Email: dichvu_khachhang@tpb.com.vn

Hoéc lién hé véi Chi nhanh/Phong giao dich TPBank nai gan nhat dé dugc ho trg,
giai dap.

If you have any questions, please call TPBank 24/7 Customer Service at one of
the following numbers:

Hotline: 1900 585885/ 024 37683683. Email: dichvu_khachhang@tpb.com.vn
Or contact the nearest TPBank branch/transaction office for support.

TPBank tran trong cam on su hgp tac cua Quy khach hang!
Chic Quy khach giao dich an toan véi TPBank BIZ

TPBank would like to thank for your cooperation!
We wish you to have the secured transactions with TPBank
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